Could DCT Reveal Photorealistic Images?
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Abstract—With the development of computer graphics ren-
dering software, it has become extremely difficult to distinguish
whether an image is computer generated or a natural one.
Therefore, it is really important to device robust methods for
correctly classifying these two categories of images. In this work,
a new approach to face the above problem is developed that is
based upon the discrete cosine transform (DCT) of an image, in
the YCbCr color space. The statistical features extracted, have
been tested in suitable databases and the remarkable results
indicate that the proposed model has a great potential to be
used in digital images forensics.

Index Terms—Computer Graphics, Fake Photos, Digital foren-
sics, Photorealism, Discrete Cosine Transform, DCT, Quantiza-
tion.

I. INTRODUCTION

Modern techniques, like ray tracing [1], and the rapid
development of computer graphics rendering software, like
Maya [2] or 3Ds Max [3], allow us to generate complex
scenes and photorealistic images. Sometimes, it is impossible
even for a naked eye to discriminate if they are representation
of a real scene or not [4]. On one hand, the high level of
photorealism of computer generated (CG) images, permits
their use in various fields, including entertainment, medical
sciences, education and industry. On the other hand, due to
the fact that image nowadays is used as an evidence of truth
in law courts and journalism, it becomes an urgent problem to
discriminate CG from natural images, in order to ensure that
photographs (PH) will regain their integrity and reliability. For
this reason, the validation of authenticity of the images is an
important challenge in forensics [5].

However, even if the CGI rendering algorithms succeed a
high level of photorealism, it is difficult to create the subtle
details that exist in reality. Certain of the attributes that CG
have, are the patches of uniform color, subtle color variation,
simple scenes and a small number of objects. In addition, it
is quite usual to contain additive noise to increase the levels
of photorealism.

In this paper, we consider the discrimination of the two
image categories, as a passive-blind problem of image foren-
sics [6]. This means, that the classification of an image is not
relied on pre-registration information. We describe a statistical
method that has its roots in JPEG compression, i.e. it utilizes
the DCT [7] of the 8 x 8 non-overlapping blocks of an image
in the YCbCr color space. The features used by the proposed
method are the first four statistical moments (mean, variance,
skewness and kurtosis) of two sets of error signals, where the
first set contains prediction errors for various DCT coefficients,

while the second set considers errors in the spatial domain, at
different compression scales. Experimental results have shown
that the proposed approach achieves an average classification
accuracy of 93.14%, for the dataset of [8].

The rest of this work is organized as follows: In Section II
the related work is presented. The proposed method is detailed
in Section IIT and experimental results are given in Section IV.
Finally, conclusions are drawn in Section V.

II. RELATED WORK

The problem of discriminating CG from PH images consti-
tutes an important topic in digital forensics, and it has drawn
significant interest by many researchers. Based upon the kind
of features utilised, the various developed methods can, in
general, be classified into the following three categories:

A. Methods based on statistical features

In 2005, Farid and Lyu [9] proposed a wavelet-based
method. After the construction of a four-scale, three-
orientation quadrature mirror filter (QMF) pyramid, the first
four order statistics of the wavelet subband coefficient his-
tograms and of the prediction errors, are collected, forming
a feature vector of 216 dimensions. For a false-negative rate
of 1.2%, the method achieved an accuracy of 66.8% for the
detection of natural images. In 2012, Fan et al. [10], proposed
the use of a four level contourlet transform in the HSV color
space, and considered feature vectors of 384 dimensions. The
average accuracy of the method was evaluated at 93.51%.

B. Methods based on geometric features

In 2005 Ng et al. [11], proposed a model based on the
different geometric properties of each kind of image and
their different generation processes. At the finest scale, they
describe the geometry of the scene by a fractal geometry, while
at the intermediate scale, differential geometry is used. The
proposed method was shown to achieve an average accuracy
of 83.5%, utilizing feature vectors of 192 dimensions.

C. Methods based on physical features

The acquisition of photographs is a multi-stage process
that includes lens transformation, color filter array (CFA),
white balancing, gamma correction and noise addition [12].
Many researchers have focused on detecting the presence (or
absence) of traces of the photo generation process in a given
image, in order to discriminate PH from CG images. Ng
et al. [11], studied certain physical differences between the



two categories. In 2014, Peng and Zhou [13], tried to find
a solution for the problem of the discrimination, based on
the impact of CFA interpolation to the local correlation of
the so-called photo response non-uniformity (PRNU). Feature
vectors, with 9 dimensions, were proposed, utilizing the local
variance of various histograms of the PRNU. An identification
accuracy of 99.43% was achieved. Furthermore, in 2005, A.C.
Gallagher achieved an accuracy of 98.4% by detecting traces
of democaising [14].

III. THE PROPOSED METHOD

Consider a color image I € RY*KX3  where N is the
number of rows, K is the number of columns while the third
dimension refers to the color components for red, green and
blue. Image I is transformed into the YCbCr color space,
and let J € RY*KX3 denote the transformed image, where,
now, the third dimension refers to the so-called luma, blue-
difference and red-difference components. Simulation results
not included in this manuscript, showed that the proposed
method that utilizes this transformation, leads to increased
discrimination accuracy as compared to the approach that does
not perform this color transformation. In the following, the
process used to compute the statistical features is described
in terms of an input image S € RV*X where S is used for
any of the three spatial components of J, and the process is
identical for all components.

Image S is decomposed into non-overlapping blocks of size
8 x 8 pixels, denoted as S; ;, where ¢ = 1,2,...,I = N/8
and j = 1,2,...,J = K/8 denote the block indexes, and
N, K are assumed to be multiples of 8. The two-dimensional
DCT of each spatial block S; ; is computed, and the resulting
DCT block is denoted as D; ;. Furthermore, we denote the DC
coefficient in D; j as DC; ; and the rest coefficients as AC}")",
where m and n denote indexes of a coefficient, assuming
integer values from O to 7. Fig. 1 illustrates the notation used
for the DCT coefficients contained in the 8 x 8 block D; ;.

As also mentioned in the previous, the proposed approach
utilizes two sets of features. The first set of features is collected
by working in the DCT domain, where nine linear predictors
are used for various DCT coefficients, the prediction errors
are extracted and moments of the error signals are computed
as features. The second set of features is collected by working
in the spatial domain, at different compression scales, where a
predictor is used for quantized DC values and moments of the
errors are collected as features. In the following, we describe
the computation of these two sets of features in greater detail.

A. Features in DCT Domain(First set of features)

For the first set of features, linear predictors for the DC
and certain AC coefficients, are computed. Depending on what
each predicted coefficient represents, a different set of inputs
is considered in the corresponding predictor. In more detail,
the choice of inputs for each predictor was based upon the
following reasoning:
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Figure 1: An illustration of the notation used for the DCT
coefficients in block D; ;

 For the prediction of the DC coefficient DC; ; of the
block D, ;, which represents the average value of the re-
spective spatial block S; ;, the predictor utilizes as inputs
the DC coefficients of neighbouring blocks, considering
an 8 x 8 (block) neighbourhood.

o For the prediction of the coefficients ACY}, ACY% and
AC’??, that represent horizontal variations, the DC coef-
ficients of adjacent blocks along the same (block) row,
namely DC; ;1 and DC} j41, are considered as inputs
for the respective predictors.

o Similarly, for the prediction of the coefficients AC}Y,
ACfg and ACi?j(}, that represent vertical variations, the
DC coefficients of adjacent blocks along the same (block)
column, namely DC;_; ; and DCjy, ;, are considered as
inputs for the respective predictors.

o For the prediction of the coefficients AC}} and AC?,
that represent diagonal variations, the DC coefficients
of diagonally adjacent blocks, namely DCj_; ;_1,

DC;i_1 41, DCit1j—1 and DCjyq 41, are considered.

AC coefficients further away from the DC term of the block

are not used, since their values are very small and do not

provide any important additional information for the problem

at hand. Based upon the previous, the following nine linear
predictors are considered:
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The weights w; to weg in the previous relations are com-
puted using the method of least-squares, separately for each
predictor. A procedure similar to that proposed in [9] is
followed, reproduced here for giving a complete description
of the adopted methodology. In more detail, for each of the
above predictors, a linear system of equations is constructed,
having the form:

v=Qw, (10)

where the vector v collects the “desired response” values, that
appear on the left-hand side of a predictor relation, for all pos-
sible blocks D; ;. Also, matrix Q has a number of rows equal
to that of vector v, a number of columns equal to the number
of weights utilised by the corresponding predictor, and collects
the inputs (e.g. coefficients from neighbouring blocks) as they
appear on the right-hand side of the corresponding predictor
relation. Finally, the vector w contains the (unknown) weights
utilized by the predictor. The method of least squares aims
to minimize the sum of squared residuals, that is, the cost
function ¢(w) employed is given by

c(w) = v - Qw3 . (an

The minimization is accomplished, by differentiating with
respect to w. Afterwards by setting the result equal to zero,
we arrive at the following solution:

Ve(w) —0=w, =(QTQ)'Q”v

Jw

where w, denotes the optimal weights vector. For each of
the above predictors, we can assume that the inverse of the
matrix Q7' Q exists. After the computation of the weights, the
logarithm of the respective error is computed, for each one of
the considered predictors, as shown by

12)

e=log(|v—Qw,l|) . (13)

Finally, the first four moments (mean, variance, kurtosis and
skewness) for each of the error vectors are collected. Following
the same process for each component (Y, Cb, Cr), indepen-
dently, 108 different features are computed (36 for each of the
three channels).

B. Features in quantized DCT domain, by using information
from initial YCbCr color space(Second Set of Features)

Since the set of features considered in the previous utilizes
information from the DCT domain of a given image, it was
decided to complement that set with some more features
computed in the spatial domain. Furthermore, in order to em-
phasize any possible different behaviour between CG and PH

images in terms of compression, several different compression
ratios, are utilized.

Consider again an image block S; ; and the corresponding
two-dimensional DCT block D, ;. Similarly to our previous
description, these symbols are used for any of the three
components of the input image, that undergo a similar pro-
cessing. Block D; ; is quantized by employing the respective
quantization table of the JPEG standard [15], which is different
for each component and for a different quality factor. We
utilize the corresponding quantization tables for Y, Cb and
Cr, and consider the quality factors 20, 50 and 80. Although
this procedure will produce a different result each time, we
use the same symbol D; .j to denote the resulting quantized
block. Also, we denote the quantized DC coefficient in the
block D, ; as DC; g

In a manner somewhat similar to that followed in the previ-
ous, we consider an estimate of the quantized DC coefficient
of a block, given by the relation

= 1, 1/—
DC; ;= 3 (DCi,j—l + Li,j) +3 (Dci,jJrl + Ri,j) (14)

where .
Lij= éZ Smo 737 1)

and ;
Rij = ;g:o (s = Si)

denote the averages of the differences of (spatial) image in-
tensities along the edges of the 8 x 8 block S; ; and its (block)
row-neighbouring blocks S; ;_1 and S; 11, as illustrated in
Fig. 2. Also, note that we have used the symbol S;";" to denote
the value of the original image at the 8 x 8 block S; ;, where
m and n denote the indexes of a pixel in that block, assuming
integer values from O to 7.
Thus, for each block, we define the error term

).

and, as in the first set of features, the first four moments of
the error are collected, which lead us to a second set of 36
features (4 moments, 3 color components, 3 different quality
factors). Thus, the complete feature vector contains a total
of 144 features, that will be used to solve the problem of
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Figure 2: Borders of an 8x8 block in YCbCr color space
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Figure 3: Feature extraction process

the discrimination. The whole process of the feature vector
extraction is illustrated in Fig. 3.

IV. EXPERIMENTAL RESULTS
A. Classification

A widely used algorithm for classification in machine
learning, is Support Vector Machines (SVM), so for the
classification we employed a SVM with radial basis function
(RBF) kernel, implemented in LIBSVM [16]. By performing
grid search through a five-fold cross validation on the training
set, the best classifier parameters are obtained (SVM kernel
parameter -y and the regularization parameter C). This means,
that firstly, the database of images is partitioned in training
and testing set with a ratio of 80% and then, by using the
training set, we decided the classifier parameters. Afterwards,
the testing set is supplied into LIBSVM, where the class of
the images is identified.

B. Experimental Results

For experiments are used 9,700 images, including 4,850
PH and 4,850 CG. The image database that was used for the
classification, was provided by Tokuda et al. [8]. It is selected
from the authors, from a wide range of 60,000 photographs
and 7,000 CG images. Fig. 5 and 6, are examples of images, of
the database used. The feature extraction has been performed
only in the central 512x512 region of each image.

The image database is randomly partitioned in 7,740 images
for training set and 1,940 for testing set. For the reliability of
the results we created 10 random training/testing splits and the
average accuracy of each class is shown in Table L.

As seen in Table I, the accuracy of the proposed classifier is
93.14% and therefore outperforms all the individual methods
that Tokuda et al. [8], have implemented at the same image
database. Note that, our method has good results in both of two
classes. In addition, Table I shows the average classification
accuracy of the two sets of features independently. Even if the
first set provides better classification accuracy, both of them
are required for better results.

Another measure which reveals the good performance of
our classifier is the Receiver Operator Characteristics (ROC)
curve. The Area Under Curve (AUC) of ROC curve is
equivalent to the probability that the classifier will rank a

Table I: Experimental Results for Different Sets of Features

PH (%) | CG (%) | Accuracy(%)
157 set of features 92.35 91.04 91.70
274 set of features 89.64 87.02 88.33
Joint set of features 93.59 92.69 93.14

randomly chosen positive instance higher than a randomly
chosen negative instance [17]. As illustrated in Fig. 4, the
AUC of the proposed method is approximately 0.98, as the
best classifier of [8].

Furthermore, we wondered which of the color channel or
combination of two channels, gives us the best accuracy. As we
see in Table II, the chroma channels have better classification
accuracy than the luminosity one, as a result of non naturality
of colors variance across a CG image, in contrast with natural
images. From Table I and Table II, the conclusion drawn, is
that all the features are important for the construction of the
final classifier, in order to have the best possible performance.

In addition, due to the fact that the database that we worked
on, contained JPEG compressed images(lossy compression),
we wondered if the loss of information during JPEG com-
pression, affects the classification results. To this end, we
performed the following experiment. Firstly, we applied the
proposed method of discrimination, in a small database of
PNG compressed images, that contained the same number of
CG and PH images. Afterwards, the same image database
has been JPEG compressed, with QF=90% and then our
method, applied once again. As expected, the classification
accuracy of PNG images was better than the JPEG compressed

Table II: Experimental Results for Different Combinations of
Channels

PH (%) | CG (%) | Accuracy(%) | # of Features

Y 84.25 82.3 83.28 48
Cb 92.32 90.38 91.35 48
Cr 91.76 91.53 91.65 48

Y Cb 92.8 91.8 92.30 96
Y Cr 92.80 91.29 92.05 96
Cb Cr 92.57 91.49 92.03 96
Y Cb Cr 93.59 92.69 93.14 144
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Figure 4: ROC curves for different sets of features and for
method [9].

images, as a result of the loss of information during the JPEG
compression.

Furthermore, to analyze the influence of the central image
block on the identification accuracy, experiments have been
performed with different size of the central block(512x512,
256x256 etc). For each reduction of the size of the central
block, the classification accuracy was decreased approximately
4%. This fact indicates, that the classification accuracy is
positive proportional to the size of central image block.

V. CONCLUSION AND DISCUSSION

In this paper, we propose a novel technique to face the
problem of the discrimination of CG and photographic images.
We tried to capture the differences that exist in YCbCr space
between the two classes by predicting their DC and AC
coefficients, after DCT, by using their local neighbors, in
different compression scales. In this way, it becomes possible
to identify their different statistical characteristics. The feature
vector that was selected, provides us with an accuracy of
93.14%, a result that indicates the reliability of the proposed
method. In our future work, we plan to further explore the
relationship that exist between the neighboring blocks in DCT.
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